Application Notes
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xe "Recommended Backup Policy"
"Backing up" is the process of copying data from a primary, or online, storage device to a secondary, or offline, storage device.  The online storage is usually a hard disk, with non-removable media, and the "backup unit" is usually a tape drive which uses removable media cartridges.

The primary reason for backing up is to safeguard data from the failure of the primary storage device.  Other reasons for backing up are: permanent, archive storage of data so that it can be deleted from the primary storage device (to save space), to have a "snap shoot" of your data on a specific date (ie. end of year), recovering from fire, vandalism or other disasters that destroy your computer system, and to be able to recover from running a procedure that corrupted/modified your data.

There are normally the following types of data on your primary storage device:

1.  The operating system, operating system maintenance programs, and operating system configuration and security files.  These change very infrequently.

2.  Application programs and configuration files.  These change only when you install a new package, or reconfigure the operation of an existing one.

3.  Application data files.  This data changes almost on a daily basis.  These files include word-processing documents, spread sheets, and accounting data files.

How often you should backup is dependent on:

1.  The value you place on the data.

2.  The volume of data entered or changed.

3.  The cost of reconstructing the data.

4.  The cost of not having access to the data while it is being reconstructed.

For a detailed analysis of the cost of backups and system recovery, please see the NOVELL "System Security Guide", which has a very extensive review of the costs of losing data.

The following backup procedure assures minimal data loss in the event of a hardware or software failure.  This procedure also allows efficient recovery from operator mistakes.

Monthly:  Backup the complete hard disk, except for index files.  The tape(s) from this backup should be kept off-site, and used on a 6-12 month rotation cycle.

Weekly:  All of the data & document files in the USER areas.

Daily:  Tape 1 -  Files in the USER areas that have the ARCHIVE bit set to indicate that they have been modified since the last backup.  Tape 2 -  All of the accounting files.

Tape Security:  Backup tapes should be kept in a fireproof file cabinet or safe.  At least once a week a daily set of tapes should be taken off-site, to assure that a major disaster does not destroy all of your backup sets.  Four of these sets should be kept off-site and rotated though the backup system monthly.

Data Restorability:  There are two issues to data restorability, which  means the ability to restore the data from your tape(s) to your primary storage device.  The first is verifying that you are getting a good backup.  The second is verifying that the tapes you are producing are readable on a different tape unit than on the one you are backing up on.  This is critical because you may need to restore your data from a different tape unit than one the data was written on (as in the case of a fire, or any other case where your original tape drive might be destroyed, or stolen).
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