
STREAM II™ Unix Permissions 

The following table details the permission masks that should be applied to each directory, and the files within that directory, that comprise the STREAM II™ application. Also detailed is the ownership, both user and group, for each file and directory. 

To modify the owner of a file execute the following command:


chown <new_user><file_or_directory_name>

To modify the group of a file, execute the following: 

chgrp <new_group> <file_or_directory_name>

Beside each specification of the permission mask is a number in parentheses. Use that number as input to the following command to fix file or directory permissions:

chmod <permission_number> <file_or_directory_name>

The owner of the directories detailed here should be a member of the Cove Administrative group. For our purposes here, the administrative group is named coveadm. The user eric is a member of the group coveadm in this example.

The directory tree and corresponding permissions are as follows:

	Directory
	Owner
	Group
	Permissions
	Permission Mask

	/cove
	eric
	cove
	drwxrwx---
	770

	/cove/apds
	eric
	cove
	drwxrwx---
	770

	/cove/code310
	eric
	coveadm
	drwxrwxr-x
	775

	/cove/data
	eric
	coveadm
	drwxrwxr-x
	775

	/cove/defl
	eric
	coveadm
	drwxrwxr-x
	775

	/cove/df310
	bin
	bin
	drwxrwxrwx
	777

	/cove/help
	eric
	coveadm
	drwxrwxr-x
	775

	/cove/images
	eric
	cove
	drwxrwx---
	770

	/cove/include
	eric
	coveadm
	drwxrwx---
	770

	/cove/logs
	eric
	coveadm
	drwxrwxr-x
	775

	/cove/mail
	eric
	cove
	drwxrwx---
	770

	/cove/pars
	eric
	cove
	drwxrwx---
	770

	/cove/security
	eric
	coveadm
	drwxrwxr-x
	775

	/cove/sjes
	eric
	cove
	drwxrwx---
	770

	/cove/snap
	eric
	coveadm
	drwxrwxr-x
	775

	/cove/sortfile
	eric
	cove
	drwxrwx---
	770

	/cove/source
	eric
	coveadm
	drwxrwx---
	770

	/cove/udefl
	eric
	coveadm
	drwxrwxr-x
	775

	/cove/users
	eric
	cove
	drwxr-xr-x
	755


The permissions for files in each of the directories is as follows:

	Directory
	Owner
	File Group
	Permissions
	Permission Mask

	/cove/apds
	eric
	cove
	-rw-rw-r--
	664

	/cove/code310
	eric
	coveadm
	-rw-rw-r--
	664

	/cove/data
	eric
	cove
	-rw-rw---
	660

	/cove/defl
	eric
	coveadm
	-rw-rw-r--
	664

	/cove/df310
	bin
	bin
	unchanged
	na

	/cove/help
	eric
	coveadm
	-rw-rw-r--
	664

	/cove/images
	eric
	cove
	-rw-rw---
	660

	/cove/include
	eric
	coveadm
	-rw-rw---
	660

	/cove/logs
	eric
	coveadm
	-rw-rw-r--
	664

	/cove/pars
	eric
	cove
	-rw-rw----
	664

	/cove/security
	eric
	coveadm
	-rw-rw-r--
	664

	/cove/sjes
	eric
	coveadm
	-rw-rw-r--
	664

	/cove/snap
	eric
	coveadm
	-rw-rw-r--
	664

	/cove/sortfile
	eric
	cove
	unchanged
	na

	/cove/source
	eric
	coveadm
	-rw-rw----
	660

	/cove/udefl
	eric
	coveadm
	-rw-rw-r--
	664

	/cove/users
	<user>
	coveadm
	drwxrwx---
	770

	*/cove/users 
	<user>
	coveadm
	drwxr-x---
	750


* - indicates setting for administrative users


