Prevent console ctrl+alt+del from restarting Linux Host
Overview:
The default RedHat Linux distribution is configured to trap the ctrl+alt+del sequence and perform a clean system shutdown. System Administrators from customer sites have expressed concern that this keystroke combination forces a shutdown of the Linux host but is the required keystroke combination to log into Windows based systems. Concern has also been expressed that this allows any user to restart the Linux host without authentication.
Description:
During the boot process the Linux host is configured to trap the ctrl+alt+del sequence and redirect it to /sbin/shutdown which performs a clean system shutdown.  If the ctrl+alt+del sequence was not trapped it would then be passed to the system BIOS which would perform and immediate hardware reset which could result in file corruption or data loss. 
Resolution:
Edit /etc/inittab and modify the line trapping the ctrl+alt+del sequence to call a non destructive program such as “true”.  True is a utility which does nothing and exits with a status code indicating success. 


In the example below the original line redirecting the key sequence to /sbin/shutdown has been remarked out with the # character.  The line below is the code which now traps the ctrl+alt+del sequence and redirects it to /bin/true.


Excerpt from /etc/inittab

# Trap CTRL-ALT-DELETE

#ca::ctrlaltdel:/sbin/shutdown -t3 -r now

ca::ctrlaltdel:/bin/true

Save /etc/inittab and execute “init q” to load the new settings or restart the Linux host.

