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Company Information Access

Based on your company's policies access to customer specific information may be controlled using the following system features.

Display Suppression  - These options restrict the display of company names while browsing the Marketing screen.  There are two options available; either REP restriction or company type restriction and they can be used concurrently.

Rep Restriction is turned on by setting F248:TMONEREP to "Y" and has the effect of restricting the companies displayed to those assigned to the current operator by the REP field in the company master.  This method has the benefit that system performance does not degrade as the system uses indices optimized for restricting by REP.

Company Type Restriction is controlled by setting the F248:TMCOMTYP.  This system parameter can contain a string of the company types that should be displayed by the browse for the current operator.  For example if the operator is allowed to see company types A, C & G the F248 parameter would be "ACG".  This method should only be used if the operator is allowed to see the majority of the company types as the system filters the restricted companies out which effects system performance if there are many companies that the operator may not see.

Access Restriction - This method of control is the better choice as system performance is not degraded, it is supported throughout the system, and the operator may see the names of the company's customers which is helpful to avoid the creation of duplicate customer records.  Using this method the companies listed on browse are not restricted, only access to the information about the companies is controlled.  When the operator tries to select a company to examine company detail information, or transactional information like sales ordered, or invoices, the system checks if the operator is allowed to access this data.  Again, there are two types of restrictions; company type based, and REP based.

Company Type Restriction is controlled by setting the company types field in the operators control record.  The operator control record (F249)  can contain a string of the company types that the operator is allowed to access.  For example if the operator is allowed to see company types A, C & G the operator control record  would contain "ACG" in the appropriate field. 

Rep Restriction - This is the most flexible method of access control.  The following system parameters control access to the customer information.

F248:TMREPSEC - If this parameter is set to "Y" Rep Restriction is turned on.  At this point the operator is only allowed to access customer detail information for customers that are assigned to them.  The operator is assumed to be a salesman.

The Regional Manager assigned to the salesman (as set in the salesman record) may also look at the customer detail for all customers assigned to salesman that the Regional Manager is responsible for.

Additionally, the following parameters can be used to control access to customer detail information.

F248:TMREPOVR - This control is used to allow an operator to look at customer detail for customers assigned to a rep other than the operators id.  For example a sales assistant may be allowed to look at customer detail for multiple reps. This is enabled by setting the parameter to the REP Ids that the operator is allowed to view customer details for.

F248:TMREPALL - This is an override that, when set to "Y",  allows a specific user access to all customer detail information.

F248:TMREPFRE - This control allows specific REP codes to be accessible by everyone.  For example if set to AAA, BBB, CCC allows all users to look at customer detail information for customers set to either of the rep codes (AAA, BBB, CCC)
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