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A virus is a piece of software that can infect your computer system and cause catastrophic damage to your data.  Viruses are the computer programs that attach themselves to other programs or to the operating system (infect them).  These viruses then cause damage to your system.

Viruses are introduced onto a system by one of the following methods:

1.  A virus is implanted in a system by an individual copying the virus onto the system and infecting it.

2.  A virus enters a system by being carried on software introduced to the system by users running bootlegged or public domain software.  This is the most common method of catching a virus.

3.  A virus is carried on legitimate application software introduced onto the system.  This is the most infrequent method of infection.

Networks are inherently more immune to infection from viruses as the workstations are isolated from the network host operating system by the network interface.  This makes it much more difficult for a virus to attack the host.  The virus is normally only able to infect workstations with local storage.

The risk of infection may be reduced by implementing the following policy:

1.  No software should be installed, or used, on the system without approval of the System Administrator who is responsible to:

  a.  Verify that the software is still factory sealed before installation.

  b.  Install the software on the system.

  c.  Register the software with the manufacturer, which allows the manufacturer to notify you if a virus has been detected.

  d.  Determine what effect the installation of the software will have on other applications running on the system.

2.  Access to removable media on the system should be restricted to only those users requiring it.  If the user does not have a diskette drive they can neither load software onto the system or copy it off of the system.  If the user must have local storage you may consider providing a local hard disk but no removable media.

3.  Never install free or "demo" copies of software on your system. Demo software should be tested on a stand-alone system before being installed on your network.

4.  Restrict CREATE, DELETE and MODIFY rights to shared software to only those users that require them.

5.  If possible use network "BOOT" ROMs to load the operating system from the file server.  This assures that a clean version of the operating system is loaded whenever the user re-boots their work station.
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