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System Security

Overview

Stream V supports several different levels of system security.  Security can be implemented in both the VDF (Visual Dataflex) and the Console Mode applications with a minimum amount of time and effort.  The security information used by the system is centralized and shared by both the VDF and Console Mode programs.  Security options are also available in the Stream V ecommerce or web based applications.  These web/ecommerce options can be used to restrict the fuctions that your customers and vendors can perform on your system when you allow them access to it.

Stream is designed to make system security as seamless as possible by requiring a minumum amount of password entry.  This allows operators to do their jobs instead of spending their time remembering or entering password information as they move from one application to another.  A single operator login and password identify the operator to both the Console Mode and VDF applications. This operator login information is used as the starting point for determining the users rights within the system.  Once an operator is logged into one application, the basic security information for the operator is available to any other programs accessed by the operator.

Stream is also designed to make the security system robust enough to actually accomplish the desired results.  These results include protecting valuable or sensitive information, and keeping operators restricted to the portions of the system where they should be working.

The different levels or layers of security supported by the system and the numerous options available in it allow the system to handle both simple and more complicated situations.  Security can be configured in a simple and efficient manner when security is not a major concern, or there are a small number of users to be managed.  On the other hand, multiple layers of security can be implemented in order to handle large numbers of users or when security is more critical to the business.

This document describes the various security options which can be implemented in  Stream II and how these options interact with each other.  The components of the Cove security system are as follows.

· Operator Option Level – An operator record must be created for each user in the Stream II system.  Each operator record is assigned a numeric “option level”by the system adminstrator.  The option level assigned to each operator defines the basic security rights for the operator.  Valid option levels are 0-9 with 0 as the lowest security level and level 8 and 9 reserved for system level operators or “sysops”.  The operator option level is used along with the Console Mode Menu system when determining if a user should be allowed access to a particular menu or program.  Operator information and option levels are maintained in the Operator File (File 249).

· Operator Password – Each operator record in the system contains a password field.  This password is set and can be changed by the operator, and it is encrypted after entry.  The operator password must be entered by the operator when accessing any Stream II VDF or Console Mode application for the first time (each time a session is started).  Once the operator has logged into the system once by succesfully entering their password, the operator login information is automatically carried or “passed” from one menu or program to another (Console Mode or VDF) until the operator completely exits the Stream system.  This feature prevents the operator from having to re-enter password information when moving from one application or program to another.  Operator information is maintained in the Operator File (File 249).

· Menu Access Options – Menu access options are used to restrict access to specific Console Mode Menu items or selections (these menu items can be other menus or programs within a specific menu)..  The same menu access control logic is used regardless of whether a Console Menu or program is called from a Console Mode Menu, or from within a Visual Dataflex application.  Menu Access options can be used to restrict access to large sections of the Console Mode system, by blocking access to menu items such as the accounts receivable menu, the general ledger menu, or the entire accounting menu..  Menu access options can also be used to block access to specific programs (the journal entry program on the general ledger menu).  Menu access options are maintained in and are part of the records in the Menu File (File 49).  Menu access options are implemented by adding either numeric (option level) or text passwords to specific menu items.
· Program Access Options -  Program access options are used to restrict access to a specific programs in the Console Mode system (such as the cash application program).  Program access options are different from menu access options in that they are based on a specific program and operator or group of operators.  Program access options are not based on the menu system.  Program access options restrict access to a program regardless of where it is called from (this can be useful when the same program may be located on several different menus).  Program access options are implemented by creating control records in the System Parameter File (File 248).

· Program Function Access Options – Program function access options control specific functions within specific programs.  Examples might include the right to delete, or create new records in a Master Data file or the ability to void a customer check in the Check Inquiry program.  Program function access options are specific to each program and are normally controlled using records in the System Parameter File (File 248).  Program function access records can be created and maintained for individual operators, groups of operators, by branch or on a global basis.

· Panel Security Optons– Panel security options can be used to restrict access to certain groups or categories of information that are presented in “panels” in the Console Mode Master Data Maintenance programs.  Examples might include the Accounting panel in the Customer Master program, or the Cost panel in the Inventory Master program.  Panel security options are specific to each Master Data Maintenance program and they are implemented using control records in the System Parameter File (File 248).  Panel security can be maintained for indvidual users, groups of users, by branch or on a global basis.

· Field level Security – Field Level Security options control access to specific fields in Master Data records.  The field level security functionality allows you to restrict or allow access to specific fields in specific data files regardless of where the field is accessed from.  Field level security can be used along with panel and program access security and it overrides all other security options in the system.  Individual fields can be identified as completely accessible (can be edited), view only (the information can be viewed but not edited), or no access (the operator is not allowed to view or to change the field contents).  Field level security is implemented using System Control Records in the Textdata file (File 240).  Multiple control records can be created in order to manage field level security on an operator, group, branch or global basis.

Menu vs Operator Based Security

Menu Access options can be implemented by assigning numeric or text based passwords to specific menu items.  The password information entered for a specific menu item will apply to all operators in the system (except for system level operators).  If a numeric password is assigned to a menu or program, the numeric password is compared to the operator option level when determining if the operator should be allowed to access the menu item.  If the operator option level is equal to or higher than the menu item, the operator is automatically allowed to access the item (no password entry is required).   If a text based password is assigned to a menu item, any non system level operator is prompted to enter the defined password in order to access a specific menu item.

Program Access, Program Function, Panel Security and Field Level Security options are setup on an operator, group, branch or global level using data records in the System Parameter file or the Textdata file.  The records in the system parameter and textdata files are created for and apply to individual users, groups of users, or to all users (global).  When any of these security options are implemented, the system automatically determines if the user is allowed access and no password or option level are required.  The system evaluates the setup for the particular user and automatically grants or denies access.

Operators, Groups, Branches 

During operator setup, each operator record is assigned a 3 character code that is referred to as the operator initials.  The operator initials are used when setting security or other system options for a single operator.

Each operator can also be assigned to one or more groups.  Groups are normally defined by function (sales, accounts payabe, credit, etc).  An operator is added to a group by adding the group code (a 1 character identifier) to the group field of the operator record.  One operator can be assigned to more than one group.

Each operator can also be assigned to a geographic branch (west coast office, headquarters, etc)..  To assign an operator to a branch, the 1 character branch code is added to the branch field of the operator record.

By assigning users to groups or branches, the number of control records required to implement some types of security can be kept to a minimum.  As control records are created in the System Parameter file and or  the Textdata file they can be identified as applying to a specific user, group, or branch.  They can also be identified as global (no user id specified).  When control records are accessed, the system first checks for a user specific version of the record (a record that has the operator initials in the user field of the record)..  If a user specific copy of the record is found it is used, if not found, the system checks for a record for any groups that the operator is assigned to.  If a record is found for one of those groups, the operator is assigned to it is used.  If no group record is found,, the system then checks for a branch specific and then a global version of the switch.  This logic allows global records to be set up to block access to sensitive information or restricted processing.  Once the global record has been created, additional control records can be created to handle exceptions (by user, group, or branch) and allow access to the users that need it.

As control records are added to the System Parameter file (File 248) or the Textdata file (File 240), the records can be identified with a specific user, group, or branch.   This is accomplished by entering information in the User field of the control records.  An operator specific record contains the operator initials of the operator to whom it applies in the User field.  A group parameter record contains two plus signs (++) and the group code of the group that the parameter applies to in the User field of the parameter record.  A branch parameter record contains two negative signs (--) and the branch code of the branch that the parameter applies to in the User field.  A global parameter has a blank User field.  If the User field for a particular parameter is blank, the parameter controls all individuals who do not have an operator specific, group specific, or branch specific parameter record which applies to them entered into the System Control file.

Please note that all records in the System Parameter file and the Textdata file must be identified with a unique user id.  Only one parameter or textdata record can be created with a blank user and this record is used as the global default by the system.   Once a global record has been set up, additional copies of the record are optional, but if any additional copies of the parameter or textdata record are created, they must be created with unique information in the user field.

Menu Access Options

Menu Access options are implemented using data in the menu records.  Each menu record contains a password field that can be loaded with a numeric option level or a text password.  A menu record or item can point to either another menu item (ie the accounting menu contains items that point to the accounts payable and accounts receivable menus), or to a specific program (the general ledger program contains a menu item for the journal entry program).

Menu Option Level Check

The menu option level check makes use of the Option Level field in the Operator Table.  Each operator in Stream II is assigned an option (security) level during operator setup, and this option level can be used to implement  basic system security.  Valid option levels are in the range 0 - 9.  Option levels of 8 or higher are reserved for use by system operators or “sysops”  Note:  Operators which have been granted an option level of  8 or above are not subject to all of the security controls that users with a lower option level are subject to and they are also able to access  features (offline editors, the operating system prompt, utility programs) that defeat the security controls that are built into the system.  For this reason, system operators (level 8 and 9 users) should be kept to a minimum.

As an operator selects a menu or program from the Console mode menu, the system checks whether or not a value has been entered into the password field for the menu selection.  If the Password field in the menu selection is blank, the operator is granted access to the program (assuming no other security options have been implemented as described below).  If a number has been entered into the password field for the menu selection, the operators option level is compared to the number entered into the password field.  If the operator option level is equal to or greater than the number entered into the password field, the operator is allowed to access the selection.  If the operator option level is less than the number entered into the password field of the menu selection, the operator may not access the selection.

The advantage to using option levels as passwords is that the user is able to navigate through the system without using any passwords other than their operator password.  The system automatically grants or denies access based on the operator option level and the option levels that you have assigned to each of the menus and programs.  For this reason, the menu option level security is the first level of security that should be implemented.  Once the menu security has been configured, additional security options (menu text passwords, program access records, field security) can be implemented to achieve the desired results.

Menu Password Check

The menu password check also makes use of the password field in each menu selection.  As the operator selects a menu or program from the standard menu, the system checks whether or not a value has been entered into the password field for the menu selection.  If the password field in the menu selection is blank, the operator is granted access to the program.  If a number has been entered into the password field for the menu selection, the system compares the number to the option level assigned to the operator making the selection as described in the previous section.  If a password (text) is entered into the password field for the menu selection, the system prompts the operator for the password and the operator must enter it correctly before the system will allow them to access the selection.  Note: The system treats all passwords as upper case and compares the password entered by the operator (in upper case) to the value entered in the password field (again in upper case).  Again system level operators are not subject to this security and will not be prompted for a password prior to accessing the menu item.

Implementing or changing menu security

Menu security is implemented using the Console Mode Menu program.  System level (option level 9) operators can edit existing menu items by highlighting the appropriate selection on the menu and pressing the EXPAND key.  At this point, the Menu Editor is displayed.  The Menu Editor contains 3 fields.  The first field stores the title for the menu selection, the second field stores the menu number or program that is called when the item is selected, and the third field stores the numeric (0-9) or text password to be used for the selection.  To edit or add a password, the operator simply enters the new information and saves the record.

Additional options iin the Menu editor also allow the system operator to edit the menu title and to define the menu that should be displayed when the operator escapes from the current menu.  This menu header information is normally configured during system installation and not changed.  Please see the Console Mode Menu Application note for more information about the console mode menu system.

Program Access Options

As a program is selected from the menu, the system performs the menu option level and menu password checks described in the previous sections.  Once these checks have been performed, the system also performs a program access check as follows.  Once a program has been successfully selected from the menu, the system searches the System Control File (File 248) for one or more parameter records with the same name as the program being selected.  The parameter records for a single program may be set up to apply to all users (global) or to a group of users, a geographic branch, or to an individual user (who the parameter applies to is determined by the information entered in the User field of the parameter record and on information in the operator table).  More than one parameter can exist for a single program in order to allow different permissions for different groups of or individual users.  If one or more parameters are found for the program, the system determines which if any of the records apply to the user accessing the program.  Once this is done,  the system checks what is entered into the Info field of the parameter.  If the Info field is set to Y, the program continues exectution and the operator is allowed to access it.  If the Info field is not set to Y, the program displays an error message to the operator notifying them that they may not use the program.  

Ramifications: This Program Access options allow the user to achieve a very high level of security when combined with the Menu access options.  Option level passwords can be combined with program access control records to restrict groups or indidual users from specific programs.  At the same time users are not inconvenienced by the security as it is transparent to them unless they attempt to exceed their authorized operations. To not implement  this feature nothing needs to be done.  Unless there is a record for the program (that applies to the operator) in the System Parameter file, this security feature is completely invisible to the user.

Program access restrictions apply regardless of how the program is accessed or where it is accessed from.  Program Access and Menu access options can be used together to achieve results that cannot be implemented using only one system.  For example: You may wish to grant some operators access to the general ledger menu but then block some of those same operators from accessing the  journal entry program.  One way of implementing this restriction logic would be to assign an option level password to the general ledger menu and then create a group or several user specific program access control records in the system parameter file for the journal entry program.  Another way of implementing the same control would be to assign one option level password to the general ledger menu and then assign a higher option level password to the  jounal entry program item on the menu. (this would require two different option levels be used for the general ledger operators)..

Program Function Access Options

Program function access options are used to control specific functions within specific programs.  Examples might include the right to delete, or create new records in a Master Data file or the ability to void a customer check in the Customer Check Inquiry program.  Program function access options are specific to each program and are controlled using records in the System Parameter File (File 248).  Program function access control records can be created and maintained for individual operators, groups of operators, by branch or on a global basis.

An example of how a program function access option could be used is presented below.

The ability to reverse or “void” a customer check that has been applied to open invoices is controlled by a parameter in the System Control file (File 248).  The switch or parameter that controls whether this function can be used is “084S01VC” (this parameter is coded into the program itself).  If your company has only one operator who should be allowed to perform this function, you could accomplish this by creating the following records in the control file

System Control File Record format

Code Field
Description 



Info
User

084S01VC
Allow void customer pmt in the program 
N


084S01VC
Allow void customer pmt in the program
Y
ARC

In the above example, the control record with the blank user information is used as the global default by the system.  The other control record would be used when user ARC attempts to access the same function.  The effect of the two switches is to allow only ARC to use the described function.

Panel Security Options

Panel security options are used to restrict access to certain groups or categories of information  which are organized into panels in the Console Mode Master Data Maintenance programs.  Examples might include the accounting panel in the Customer Master program.  This panel includes fields such as the customer credit limit and default payment terms.  Panel security is implemented using records in the System Parameter File (File 248).  The format and use of the Panel Security control records is the same as that described above for Program Function Access.  The different switches that are available in each program are determined by the program itself.  For this reason, the control records are normally set up (using default “safe” values) when a system is installed or updated and they can then be customized as required.

Field Level Security Options

Field access security control options (FAST) are available in the Master Data Entry and Maintenance programs in Stream II..  Field access security is used to restrict access to specific fields in  specific data files.  Fast security works on the data base field level and is optional.    Field level security allows you to specify whether a field should be accessible, view only, or not accessible at all.  Field level security can be implemented on an operator, group, branch or global basis.  The setup and operation of the field level security is based on the revision of the system you are running.

Current (FS277 and higher or VDF ) system revision

In the most current version of the system (both Console Mode and VDF applications), the system operates as follows:

When a program that uses the FAST security feature initializes, the system searches for a system control record in the Textdata file (File 240).  The textdata record determines the access to ALL fields that are listed in the record regardless of the Master data file that the field is contained in.  Again only one textdata record is used to define security for all data files and fields (this differs from prior revisions of the system where individual records were created for each Master Data Maintenance program).  Multiple textdata records can be created for individual operators, groups or branches to allow different operators to be granted different access rights.

Textdata records contain some fixed length data fields and a variable length text field.  The fixed length fields in the field level security textdata record are formatted as shown below.

Textdata Record format – fixed length fields.

Type
Code

Ident

User

SCR
SECURITY
VDF

In the above example, the first 3 pieces of information identify the record type and the user field indicates the operator, group, or branch that the record applies to.  If the user field is left blank, the record will be used for any operators that do not have an operator, group or branch specific copy of the record that applies to them.

The system searches for the appropriate textdata security record first by operator, then by group, then by branch.  If no record is found, the system then searches for the global record.  Once the record that applies to the operator is located, the system searches through the information in the record.

The security control record contains a list of all database fields that are access restricted.  This information is entered into and stored in the variable length text field in the textdata record. The format for each line in the text field is as follows.

File#,Field#,Access Code,     //optional description

Some examples;

21,3,V,     //Terms code used for vendor records.

This above entry would restrict the terms code field in the Vendor master file to view only.  The field could be viewed but not changed by the operator who the security record applies to.

54,26,V,     //Company status field

54,53,V,    //Company Price Level field 

The above two entries would make the company status and price level fields view only.

54,133,N,     //Company Currency Surcharge field

54,178,N,     //Company Skip Holds

The above two entries would completely disable access to both of the indicated fields for any operators   This would be usefull if you do not wish to use the field at all.  When a field is identified as N (no access), the Master Data Maintenance programs do not position the cursor in the fields at all (they are skipped as you navigate through the program).

54,54,,       //Company Discount

//54,54,V,  //Company Discount

The above two entries would not be used by the system at all.  The first entry has no access code (meaning that the operators that the record applies to have full access to the field), and the second entry is commented out and will be skipped by the system when the control informaton is applied).

Formatting Notes:  

· If you are restricting a field that is driven by a table (such as the vendor terms), the actual file and field in which the table data is located is defined in the textdata record.  In the above example this is field 3 in the payment terms table (the code field), instead of field 41 (terms) in the Vendor file (File 80).

· The format of each line in the text field of the textdata record is critical as the information is loaded automatically by the Master Maintenance programs at startup.  Each line in the text field MUST
 contain a minimum of 3 pieces of information separated by commas, and ending with a comma.  The field access code can be left blank as long as the trailing comma is entered.  The field description is optional but highly recommended as it makes maintenance and research much easier.

· You can disable the security for a field by leaving the field access option blank (you should still enter the comma at the end of the line), or by commenting out the line. (adding // to the beginning of the record).

System Revisions prior to 277, non VDF

The following section applies to revisions of the system prior to 277.

In the 275 revision of the system, the field level security is maintained in textdata records that are specific to each program.

The Textdata security records used by each of the Master editor programs are assigned a Type = SCR (system control record),  the Code = program name (ie FV054M20), and an Ident of SEC (security).  The information that is entered into the Texdata user field determines the operator, group or branch that the record should be applied to.   The format of each line in the textdata record is as described in the next section (the format matches that used in the ascii security files in revisions prior to 275.

In revisions prior to the 275 release, the information used to implement field level security was stored in ascii files in a directory defined by the System Control Parameter “SYS-FAST”  A separate ascii security file is maintained in this directory for each program that supports the field level security logic.  The ascii file for each program is created with a file name equal to the program name and a file extension of “sec”.  The programs that support field level security in the pre 275 revisions include.

· FV054M20

(Customer Master)

· FV070M20

(Inventory Master)

· FV080M20

(Vendor Master)

· FV096M20

(Bin Master)

Multiple copies of the SYS-FAST parameter, and multiple directories can be set up to allow security to be implemented on a global, group, or user by user basis.  Different operators can be therefore be pointed to different versions of the security files. The path is not checked when the system looks for the security file in order to prevent users from creating security files in their private directories in order to override the system security files.

The disadvantage of this older method is that all security files have to be maintained in each security directory, even if the operator only needs to be granted specific or non-standard rights to a single field.

The format of the ascii files used in this revision of the system is as follows.

File#,Field#,Access Code,     //optional description

The file number is the Dataflex/Cove file number of the file being restricted , the field number  is the field number to be restricted, and the access code is the security option to apply to the field.

Valid access code options are the same as those supported in the current revision and include. 

(Blank) - Operator may edit and view field.

V ‑ 
View Only

 N ‑
 No access at all (field is blanked on screen and cursor skips the field as operator navigates in the program).

If a file number, field number combination that can be edited in a program is not entered into the security file for the program, then the field is not restricted and it can be viewed and edited.

Note:  If you wish to restrict a table driven field that is displayed in a program, the file number and field number of the field in the Table file itself should be used when setting up the security file.  For example, to restrict access to the Taxcode field which is displayed by the Company Master program you would need to use file number 159 (Taxcode file) and field number 1 (Code field).  This would cause the system to apply the selected security option to the Taxcode field in the Company Master program.

Technical Notes:
Field level security is implemented in Master Data Maintenance programs by using the command #INCLUDE security.inc in the source code for the program.  This command should be included before any object definitions in the source code, and after the COVE_SETUP command.

The security control information is read into a Global Array object named SECURITY.  In addition to the array, the include file contains procedures called by other objects in the program.

As each object initializes the message Check_Security is sent by the object to enable security. This message is inherited from the desktop (included in SECURITY.INC) and sets the Item_Option NOENTER of the item associated to disallow access to the field.

Note:The HIDE COLOR setting in the FVSYSTEM file (F155) controls the blanking colors

The data color is also set to "Shadowed" to show the operator that  they can not access the field.  If the access code is set to "N" the Window Color of the Item is set to HIDE_COLOR which has data and background set to the same color to hide the data.

FILE:  security.doc
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