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Stream II Integration

This document describes the online credit card processing developed for real-time credit card processing from within Cove Systems Stream II.

Operational Overview

{NEED TO ADD}

DataFlex Interface

The DataFlex portion of the credit card processing system is built into the COVEWIN package.  The base functions are defined within COVEWIN.DLL and the provider specific functions are defined within a separate DLL loaded by COVEWIN.DLL.  There are some support functions that are written entirely contained within COVEWIN.PKG.  The provider specific DLLs are named COVECCxx.DLL where xx is a two character (or digit) code to represent the provider.  The functions for Authorize Net will be defined in COVECCAN.DLL (COVE Credit Card Authorize Net).

Data for Authorization/Completion

There is a global array object named ccAuthData defined within COVEWIN.PKG that is used to pass data to the credit card processing system.  There are functions to set the appropriate values within this array:

cc_Set_Cust_ID 
STRING customer_id

cc_Set_Last_Name 
STRING last_name

cc_Set_First_name 
STRING first_name

cc_Set_Address
STRING address

cc_Set_ZIP

STRING zip

cc_Set_Card_Code
STRING cvv_value {optional}

cc_Set_Card_Num
STRING card_number

cc_Set_Exp_Date
STRING expiration_date {MM/YYYY}

cc_Set_Auth_Code
STRING prior_authorization_code

cc_Set_Amount
STRING amount

cc_Set_Description
STRING description {optional}

cc_Set_Invoice_Num
STRING invoice_num

cc_Set_PO_Num
STRING po_num

cc_Set_Trans_ID
STRING trans_id


where trans_id is a system defined transaction id from a





 prior authorization

Response Data

Response information from the credit card processing system is passed back via the global array object named ccRespData defined in COVEWIN.PKG.  There are functions to retrieve the appropriate values from within the array:

cc_Get_Response_Code
INTEGER response_code

cc_Get_Response_Subcode
INTEGER subcode

cc_Get_Reason_Code

INTEGER reason

cc_Get_Reason_Text

STRING reason_text

cc_Get_Auth_Code

STRING auth_code

cc_AVS_Code


STRING AVS_Code


where AVS_CODE is

A = Address matches, ZIP does not






E = AVS error






N = No match on Address or ZIP






P = AVS not applicable






R = Retry – System unavailable






S = Service not support by issuer






U = Address info unavailable






W = 9 digit ZIP matches,







 Address does not






X = Exact AVS match






Y = Address and 5 digit ZIP match






Z = 5 digit ZIP matches, Address







does not

cc_Get_Trans_ID

INTEGER trans_id {system defined}

cc_Get_CVV_Resp_Code
STRING response


where response is

M = Match






N = No match






P = Not processed






S = Should have been present






U = Issuer unable to process request

Function Reference

ccSetup( STRING ServiceProvider ) RETURNS integer

This function is called to load the appropriate credit card processing DLL into the scope of covewin.dll so that it can be used by Stream II.  The value passed for ServiceProvider should be either an empty string (load the default) or “AUTHNET” (load Authorize Net DLL: coveccan.dll).  It returns a 0 for successful setup or a negative number on failure.

ccShutdown( STRING ServiceProvider ) RETURNS integer

This function is called when credit card processing is no longer required.  It frees all credit card related memory allocations and closes the credit card processing DLL loaded by coveCreditCardSetup().  This function will always return a 0.

ccNew() RETURNS integer

This function clears the global arrays used for passing data to the credit card processor and receiving the response from it.  It should be called between any credit card operations.  It always returns a 0.

ccAuthorize( STRING ServiceProvider ) RETURNS integer

This function gets credit card authorization for the data provided via the ccAuthData object, submits the request to the appropriate processor and returns the response in the global array object ccRespData.

ccAuthComplete( STRING ServiceProvider ) RETURNS integer

This function, like ccAuthorize(), submits the data passed in ccAuthData to the appropriate processor.  In addition to performing the authorization, it also completes the capture of the sale transaction.  Therefore an invoice number should be specified with this type of transaction.  The system response is returned in ccRespData.

ccComplete( STRING ServiceProvider ) RETURNS integer

This function captures the completion of a sale previously approved via a call to ccAuthorize().  It should include an invoice number.

ccCompleteExternal( STRING ServiceProvider ) RETURNS integer

This function is used to capture completion of a sale that was authorized via some other means of authentication:  via telephone, by using a card-swipe terminal, etc.

ccCredit( STRING ServiceProvider ) RETURNS integer

This function is used to provide a credit to a customer’s credit card if the original transaction happened in an earlier processing batch.  {NEED INFO ON REQUIRED FIELDS}

ccVoid( STRING ServiceProvider ) RETURN integer

This function is used to void a charge against a customer’s credit card that occurred within the current batch, i.e., before the daily batch closing time.

Issues

· The current process is on Linux and connects to a Linux library to perform the secure communications with the Authorize Net servers.  That library is available for all other relevant platforms.  I’ve enquired as to whether the Authorize Net code has been tested on other platforms.

· The code required for the actual processing is sufficiently small that a common code base can be used for any platforms selected.

· Thus far, I’ve not been able to establish any type of developer relationship with Authorize Net.  They have apparently historically dealt more with individual merchants, though there are several shopping cart packages that are supported.  I’ll continue to try to make better contact with them.

· As the connectivity will be from the desktop and the same account and password grant access to the Authorize Net web site to perform account operations, an encryption scheme is required to encrypt the account and password information used for authentication.
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